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25) ‘A323] Hlo|E| & - Za}o|HA] - Commissioner A3 Aol
I, Privacy by Design 7| 22j¢] Sejoluj] Wao] U ahwA QA
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26) Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data,

27) Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL on the protection of individuals with regard to the processing
of personal data and on the free movement of such data (General Data
Protection Regulation)of the European Commission of 25 January 1995,
Article 23 sets out the obligations of the controller arising from the
principles of data protection by design and by default,

Article 30 obliges the controller and the processor to implement appropriate
measures for the security of processing, based on Article 17(1) of Directive
95/46/EC, extending that obligation to processors, irrespective of the

contract with the controller,
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28) Uil WYy, — MR A A ot 2B 2 (JIPDEC) #ii, ¥kl 2, 20%,
29) ‘COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT,
THE COUNCIL, THE ECONOMIC AND SOCIAL COMMITTEE AND THE
COMMITTEE OF THE REGIONS'(A comprehensive approach on personal data
protection in the European Union)
1, NEW CHALLENGES FOR THE PROTECTION OF PERSONAL DATA 717K
Boof gigh AR =4
2. KEY OBJECTIVES OF THE COMPREHENSIVE APPROACH ON DATA
PROTECTION A ¥ HFof ¥gt ZZZ o]xZ2x]9] 8 HX
2.1. Strengthening individuals™ rights 7j¢l¢] #Hz] 713}
2.1.1, Ensuring appropriate protection for individuals in all circumstances
Aol 1ol HEat Wae] st
2.1.2. Increasing transparency for data subjects X F=A|o] tfet F£54d<]
=3
2.1.3, Enhancing control over one’s own data A7|ARo] thelt AEZO] R4
2.1.4. Raising awareness 4] A4t
2.1.5. Ensuring informed and free consent %X of L3t A-q-2-2- 52]9]
a3zl
2.1.6. Protecting sensitive data TIZgF AHO] HG
2.1.7. Making remedies and sanctions more effective 724 2 A|z{2] T3}
F
2.2. Enhancing the internal market dimension U A% EA42] 7}s}
2.2.1, Increasing legal certainty and providing a level playing field for data
controllers W& AlgAlo] Z4] 4l Are|xjo| thsl LHak AR Al
2.2.2. Reducing the administrative burden =4t Ko A7+
2.2.8. Clarifying the rules on applicable law and Member States’
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2012 1€ 259) 7lQ1A X B S H7(h)(Proposal for a General Data
Protection Regulation)30)o]| W3 =] ¢]ch

responsibility 740l T5t AYH @ spye] =) wats)
2.2.4. Enhancing data controllers’ responsibility AX32|zle] Aol 7}3}1
2.2.5, Encouraging self—regulatory initiatives and exploring EU
certification schemes AFS1AIY] A2 & EUCIEA|I=S] 413}
2.3. Revising the data protection rules in the area of police and judicial
cooperation in criminal matters FAAFAC] Qo] AZF - APHE 2 Hof
ARRS Aol A
2.4, The global dimension of data protection XX Gof TgH A|A % 2l
el
2.4.1, Clarifying and simplifying the rules for international data transfers
AR EOAS S AlUze] West 0 vist
2.4.2. Promoting universal principles HH%] 2|9 &%
2.5, A stronger institutional arrangement for better enforcement of data
protection rules FHEUE Sf2]0] M} b 3¥e 7t Al=dn] 733}
3, CONVLUSION: THE WAY FORWARD %22 HlaFA
30) Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF
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THE COUNCIL on the protection of individuals with regard to the processing
of personal data and on the free movement of such data(General Data
Protection Regulation) <http://ec. europa,eu/justice/data—protection/document/
review2012/com 2012 11 en pdf), AMY : 2012.12.30.
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31) <http://www.ftc. gov/o0s/2010/12/101201privacyreport, pdfy, A : 2012.12.30.
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32) <http://ftc.gov/opa/2012/03/privacyframework shtmy, MY : 2012.12.23,
<http://fte.gov/os/2012/03/120326privacyreport, pdfy, MY : 2012.12.23.
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4. OECD
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33) FTC Staff Issues Privacy Report, Offers Framework for Consumers,
Businesses, and Policymakers <http://www,ftc, gov/opa/2010/12/privacyreport,
shtmy, AAA : 2012.12.23.
<http://www, fte, gov/os/2010/12/101201privacyreport, pdfy, ML @ 2012,12,23,
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35) OECD Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data <http://www,oecd,org/internet/interneteconomy/oecdguide
linesontheprotectionofprivacyandtransborderflowsofpersonaldata, htmy, A
& 1 2012.12.30,

36) Thirty Years After the OECD Privacy Guidelines <http://www,oecd, org/sti/
interneteconomy/49710223 pdf), 7MY 1 2012.12,23,

37) OECD, Thirty Years After the OECD Privacy Guidelines (OECD, 2011), 13%,
7. There is interest by the global privacy community and commitment within
international organisations, governments, and privacy enforcement
authorities to addressing current challenges,

Important and innovative developments since the privacy guidelines—for
example, the emergence of a privacy profession, privacy by design, privacy
impact assessments, and data breach notification—offer encouraging signs
of a broad multi—stakeholder commitment on the part of privacy advocates,
the technical community, businesses and governments to protecting privacy,
38) OECD, Thirty Years After the OECD Privacy Guidelines (OECD, 2011), 93%,
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[ Abstract ]

New Trend of Personal Information
Protection

—Concept on Privacy by Design—

Hye-Seon Choi*

In order to correctly keep privacy, increasing self cognition on privacy
by individual is necessary first of all. Service provider needs to perform
‘Privacy by Design’ which is an privacy focused design examining possibility
of privacy invasion and minimizing risk in own corporation service. In order
to certainly protect privacy, relying on only regulation obedience is not
sufficient. Hence, government or corporation needs to promote construction
of a structure for technically protecting privacy in design stage. It is required
to certainly protect privacy from initial stage. That is, it is to ‘construct
from first stage’ the system for personal information protection. The base
of ‘Privacy by Design’ can be said to be in the technology, but application
of its concept also gradually affects design of responsible business process
and physical space or network, infrastructure. This is not simply subject to
only technology (especially, information system) but general business process.
Among them, Dr. Ann Cavoukian mentioned the specific object as IT system
(technical field) field, responsible business convention, physical design and
network infra. Privacy by Design concept has been actively discussed recent

years. Especially, in 32th International Personal Information Protection

* Ph.D,(Law) Researcher, Institute of Legal Studies, Konkuk University
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Authority Conference" opened on October, 2010, Privacy by Design was
agreed to be recognized as essential element. What the International Personal
Information Protection Authority Conference agreed on was that Privacy by
Design is recognized as new global privacy standard. Actually, the agreement
in this conference encourages acceptance a basic principle of Privacy by
Design. Due to promotion and support for review structure about international
privacy, application of Privacy by Design is proceeded worldwide. What
the Privacy by Design try to keep is privacy information of user (citizen,
consumer, customer) in a word and privacy of user itself who is a principal
agent of that information. This is clear that the source of Privacy by Design
is PETs(Privacy Enhancing Technologies) and the basic requirement is
appeared while PETs concept is evolved. PETs is the whole technology
enhancing personal privacy protection in information system. This was
originally to prevent illegal collection, use and provision of personal data
and enhance control on own personal information by individual. Specifically,
a technology remove cookie or virus, filtering spam mail, etc. However,
recently service provider lays a stress on ‘consideration at design stage’,
‘advancement of technology receiving feedback from user’ and requests tool
or system environment more actively protecting privacy. A thought on the
positive sum which ‘protects both user and provider’ has been widely applied.
As service provider cooperates in protecting privacy information in advance
with user not leaving it to user, he can obtain trust from user and the business
relations can be enhanced. Such a new paradigm became the basis for Privacy
by Design. On this new paradigm which each world nation is actively
discussing and applying, our country should more positively discuss and cope
actively with application environment (changes in technology and legal

system) of Privacy by Design worldwide.
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